Nudopmanusa Ajsi rpaKaaH

CBejieHHs 0 1e0eTOBBIX M KPeAUTHBIX KapTax

[T H-Kop KapThl — yeThipex3HauHasi KOMOMHaIMs 1udp, BbljaBaeMasi B KOHBEPTe OJJHOBPEMEHHO C
W3rOTOBJ/IEHHON OAaHKOBCKOM KapToi. Ero MOXKHO M3MEeHHUTb, 0OpaTUBILIUCH B OTZe/IeHHe OaHKa WIn
M03BOHUB Ha rOPSIUYIO JIMHUIO.

Kop 6e3omacHoctr (CVV2 i CVC2) — kombuHauus uydp, ykasaHHasi Ha 000pOTHOM CTOPOHe
KapThbl, @ IMEHHO: TPU KpaliHKe TipaBble LU(PHI, YKa3aHHbIe TIOC/Ie YeThIpeX MOCIeAHNX [udp
HOMepa KapThl. [IpoBepouHsIii Kog He0OX0UM TOJIBKO /I7Isi COBEPIIeHUs T/1aTe)keld B UHTepHeTe.
I[Tpu oH/aliH-OTIIaTe OH BBOJUTCS BMECTe C HOMEPOM KapThl, UMEHEM JiepyKaTesisi KapThl U CPOKOM
OKOHYaHWS JeHCTBUS KapThl.

OHOpa30BbIH Maposib OaHKa AJ1s TIOATBEP KAEeHHUS OTIaThl OHIaH — KOMOUHAIMS LUdD,
OTMpaB/isieMbIX 6HaHKOM B CMC-COO00ILIeHUH UK push- yBeJoMIeHUY [/ TIOATBEP>KJeHUsT OTlepaLivii
C leHe>XHbIMU CPeJCTBaAMU.

Huxkomy He coodmiaiite IINTH-Kop, Koj 6€301mMacHOCTH WX OFHOPAa30BbIil IApP0/Ib TPEeTHUM
Jganam!

Hukro, B TOM umcsie COTpyAHUKY OaHKa, He BpaBe TpeOOBATh OT iepsKaTesisi KapThl COOOIIUTh
[T H-kog vm Koz, 6e30macHOCTH. A OJJHOPA30BbIi TTAPO/Ib BBOAUTCS TIPU COBEPIIEHUH OHJIaiH-
TIOKYIIKM Ha CTPaHHLIe C 3alUILeHHBbIM COe/JUHEeHHEM.

KogoBoe c/10BO fiepskaTesist KapThl — MHGOpMaI[Hs, YKa3aHHast K/IMeHToOM OaHKa Ipu 0hopMIeHUH
KapThl. KomoBoe c/10B0 HeoOXoAMMO A1Jist uAeHTH(hUKALIUY KJTHeHTa IMPH 3BOHKE B KOHTAKT-LIeHTP
OaHka. PekoMeH/1yeTCsl MCTIO/Ib30BaTh KOZIOBbIE CJIOBA, KOTOPLIE 3/I0yMbIILIJIEeHHUKaM Oy/ieT oueHb
CIOKHO y3HaTh. [ToflymaiiTe 0 TOM, UTO CTyUMU/I0Ch C BaMu B 1IeTCTBe WK FOHOCTU, BCTIOMHHUTE
MeCTO JIeficTBUsI, 0ObEKT, uesioBeKa Wik cOObITHe — TTyCTh OHO OyzeT Bamimm Kol0BbIM CJIOBOM.

Kop knveHTa 6aHKa — KoMOMHaLus LGP, UCTIOIb3yeMasi [Jisl COKpallleHUst BpeMeHU Ha
UIeHTU(UKALIMIO K/IMeHTa NPy 00palleH|y B KOHTaKT-LeHTP.

Coo0111aTh KOZI0BOE C/I0BO WJIM KO/, K/TeHTa OaHKa MOYKHO TOJIBKO B TOM C/Tydae, eC/lv Bbl
00paTH/IMCh B KOHTAKT-LIEHTP U Pa3roBapHBaeTe C COTPYAHUKOM OaHKa.

Kak 6e30macHo mo/1630BaTbCsi HHTEPHET-0aHKOM?
1. Ucronp3yiiTe C/I0XKHBIN TTaposib OIOKMPOBKM KpaHa M KaueCTBeHHYIO aHTUBHUPYCHYIO
niporpammy. He Bxogute B 6aHKOBCKME MPUIOKEHMsI, UCITIOb3Ysl OTIIeYaToK Majiblia W/

(YHKIMIO pacrio3HaBaHUS JIULIA.

2. Hu B KoeM c/iyuae He XpaHUTE B Tefie)OHe JIOTHH U MapoJjib OT BX0/ja B MOOW/TbHBIM
OaHKUHT.



3. He xpaHute B Tenie)oHe PeKBU3UTHI KapThl: HOMep, CPOK /IeliCTBUsI, TTPOBEPOYHBIN KO 1
[TNH-kox KapThl.

4. V36eraiiTe BX0/ja B CUCTeMY MOOUIBLHOTO OaHKMHTA C YY)KUX YCTPOMCTB.

5. Tlpu yrpare TesniehoHa HeMe IeHHO 0OpaTUTeCh B OAHK /it GJIOKMPOBKH KapThl U B 0(hHC
MOOUIBHOTO oreparopa Ayisi 6710KMpoBKY SIM-KapThl.

6. He mepexouTe 1o ccbuikaM U3 SMS-coo0011eH i, 1a)ke eCTi B COOOIIIeHNH YTBePKAaeTcs,
YTO OHO U3 OaHKa.

7. OtkmounTe QYHKLMIO 0TOOpaXkeHHs1 TeKCTa BXoAsIUX SMS- yBejoM/ieHH Ha SKpaHe
3a6710KMpOBaHHOTO TesledoHa.

BAJKHO!

IToBOJILHO YaCTO MOIIIEHHUKH BbIJAIOT ce0st 3a COTPYAHUKOB OaHKa. IToz ripeasyiorom «c6osi B 6ase
JIAHHBIX», «HAUHC/IEHNsI OOHYCOB» WU «IIOJK/IIOUEHHS K COL[HA/TLHOM ITPOrpaMme»
3/I0YMBIIIIEHHUKHY TIPOCST, @ HHOT/[A [aXke TPeOyrOT COOOIUThL UM PEKBU3UThI KapThl, KO/
6e30MacHOCTH ¥ OFJHOPA30BbIH T1ap0Jib. I10/IyurB HEOOXOAUMbIE CBEIE€HHSI, MOIIIEHHUKH CITMCHIBAIOT
JIeHbTH CO CUeTa.

IIOMHUTE!

[Tpu 3BOHKe KJIMEHTYy COTPYJHUK OaHKa HUKOTJa He TIPOCUT COOOIIUTL eMy PeKBU3UTHI KapThl U
coBepIIaTh Kakue-Tubo orneparyu ¢ KapToi.

Yro fenarh, /1M BaM MO3BOHWIM U3 0aHKA, U HHTEPeCYITCs Balllel N/IaTe)XHON KapTou?

Pa3zymHee BCero mpekpaTuTh Pa3sroBOp U Mepe3BOHUTh B GaHK M0 0(HUIIMATEHOMY HOMEDY
KOHTAKTHOTO 1jeHTpa 6aHka (Homep TesnedoHa Cy»KObI MO/IeP>KKH KITMEHTa YKa3bIBaeTCst Ha
000pOTHOW CTOPOHE KapThl).

Tak>xe MO’KHO 00paTUTHCS B OT/jefieHre OaHKa JIMYHO. [IoMHUTe, UTO caMblii pacIpOCTPaHeHHBIM
criocob coBepieHNsT XUILeHUH JeHeXXHbIX CPe/ICTB C KapT Irpax/jaH — o0y KAeHre Biiafienblia
KapThl K TIepeBO/ly JieHeT IyTeM oOMaHa U 3/10yTIoTped/ieHHeM I0BepUs.

Kak 6Ge3oracHO coBepIaTh M/1aTeXH B UHTEpHETe?
8. Mcnonb3yiiTe Ha YyCTPOMCTBE aHTUBHUPYC C aKTUBHOM 3allIUTON OHJIaMH- TI/IaTeXXekl.
9. CogepilaiiTe OMIaTy TOJBKO NTOCPEICTBOM MCIT0/Ib30BaHUS 3all[UIIIeHHbIX COeUHEHUM.
3aluilieHHoe WK 3aln(poBaHHOe TMO/JK/TF0UeHre MOYKHO Pacrio3HaTh M0 3HAUKY B BU/Jle

3aMOUKa B Hauajie aJ[pecHol cTpoku Opay3epa u npedukcy https:// (He rpocto http, a ¢
OyKBOI S Ha KOHI[E) TIepeji aZipecoM CauTa.



10.Bcerza 3aBepimaiiTe ceaHC B UHTepHeT-0aHKe Tiepe/] TeM, Kak 3aKpoeTe BK/IaZIKy Opay3epa.
He npoBoguTe hriHaHCOBBIe orepaiiuu ¢ obiectBenHoro WI-FI B kade, TpaHcnopte wiu
TOCTUHULIAX.

11.He coxpaHsiiiTe CBOM ZlaHHBIE O KapTe B Opay3epe.
Kakumu 6aHKOMaTaMu 10/1b30BaThCA?

12.0t1paBaiiTe nipeariouTeHre GaHKOMaraM, yCTaHOB/IEHHBIM B 3all[UIIEHHBIX MECTaX
(Hanpumep, B odrcax OaHKOB, TOCYUPEKIEHUSIX, KPYTTHbIX TOPTOBBIX LIEHTPAXx).

13.0cmotpuTe GaHKOMAT repe]; UCIoIb30BaHKeM. Y0euTech, UTo Ha K/laBUaType U B MeCTe
JJ1sI TIpeMa KapT HeT JI0TIO/THUTE/IbHBIX YCTPOMCTB, CIe/IOB Kilesl U MeXaHHUYeCKUX
TIOBPEX/IeHUM.

14.TTpn Habope [TMH-Kozia MPUKpBIBaiiTe K/I1aBUATYPy PYKOML.

15.He ucnonb3yiiTe 6aHKOMAT C MPHU3HAKaMU HEHUCTIPABHOCTH: YCTPOMCTBO 3aBHCAET,
Triepe3arpyykaeTcsi Wid Ha SKpaHe TIOSIB/ISIIOTCS TIOA03pUTe bHbIe H300paskeHUs..

16.He ucrionb3yiiTe 6aHKOMaT B TIPUCYTCTBUU TIO/I03PUTE/TBHBIX JIUL U He TIPUHAMATe
MIOMOLLIb OT He3HAKOMLIEB.

baHKOBCKHEe TPOSHBI

BaHKOBCKUe TPOSIHBI — BPeIOHOCHBIE TIPOrPAaMMBbI, CO3/IaHHBIE /171 KPAXKU [IeHeT uepe3 OHJIalH-
OaHkuHT. [ToAMeHsIsT CTPaHULY OPUIIMATbHBIX OAHKOBCKUX MPUIOKEHUH, KPYTTHBIX OHJIAMH-
MarasvHOB, MPOrpaMMa MOXUIIAeT JIOTUHBI U MapOJIv, a TAK)XKe JaHHble OAHKOBCKUX KapT. s
0b6xo71a By X(haKTOPHOH ayTeHTU(UKALUH ITpOrpaMMa CrioCcoOHa repexBaThiBaTh OTIIPABIE€HHbIE
OaHKOM CMC-COOOIL[eHUs U TIePeHaIpaB/IsiTh UX.

Yarije Bcero 1o, BUZIOM JIeraJbHOTO TIPOrPaMMHOT0 00eCTiedeHust: 10/b30BaTe/lb COOCTBEHHOPYYHO
CKauMBaeT Ha yCTPOKCTBO BUPYCHYIO MPOrPaMMYy, 3aMacKHUPOBAHHbIN TIO7 TIOITy/ISIpHbIe OeCIiiaTHbIe
NIpWIOKeHusl (Harpumep, Urpbl, GOHAPUKH, TOPOCKOTILI U TIp.). Takyke 6AHKOBCKHU TPOSIH
aBTOMaTUUeCKU CKaulBaeTCsl Ha YCTPOWMCTBO MpH Mepexo/ie 0 COMHUTEIbHBIM CChIIKaM,
TIPUC/IAHHBIM B CMC-COOOIIIEHUSIX WJTH 3/IeKTPOHHBIX TMcbMax. Kak mpaBuiio, B COOOIIIEHUH CChUIKY
Ha CKaurBaHWe ODAHKOBCKOTO TPOsHA COTIPOBOXKZAET TeKCT O Hadajie PaCTpOAaKH, TIpe/yI0KeHUH
0OMEeHSITb TOBAp UM TIOCMOTPETh (DOTO/BHZIE0 MHTPUTYIOIIETO COJIeP>KaHMS.

Kak 3amuTurbea?
17.¥YcTaHOBUTh Ha YCTPOKCTBO HAZIEXKHYIO aHTUBUPYCHYIO 3a1iuTy. OHa G/IOKUPYET TOTBITKY

repexo/ia Ha TI0/{03PUTE/bHBIN CalT, a TAK)Ke OCTAaHOBUT OAHKOBCKHWI TPOSIH TIPH TOTIBITKE
MIPOHUKHYTh B YCTPOMCTBO.



18.He mepexouTh 110 MMOJ03PUTEIBHBIM CChIJTKAM B CMC-COOOIIIEHUSIX M 3/TeKTPOHHBIX
MMCbMax.

19.CkaumuBaTh MPUIOXKEHUS TOMBKO M3 opUIIMaIbHBIX Mara3uHoB Apple Store, Microsoft Store
1 Google Play. B HacTolikax TenehoHa yCTaHOBUTD 3arpeT Ha CKaulBaHWe TIPUIOXKEHUN U3
HeNpOBePeHHbIX NCTOYHUKOB.

20.B xofe yCcTaHOBKY TIPU/IOKeHU 0bpalilaTh BHUMaHHMe Ha 3aripoChl pa3pelleHuii (Harpumep,
JOCTYTI K KOHTaKTaM M Ha OTIIPAaBKY CMC-COOOITeHHUHA).

21.BHuMaTeIbHO YMTaTh Ha3BaHWe CaiiTa, Ha KOTOPOM BBOASTCS KOH(UAeHLIMaIbHbIe JaHHbIe.
3auacTyo Ha3BaHUs CAaUTOB-TOA/e/I0K OT OPUTHMHABbHBIX OTJIMYAIOTCS JIUIIb OJHUM
CHUMBOJIOM.

Be3onacHoCTh yueTHbIX 3anucen

3aBsiaZieB JIOTUHOM UM MapoJjieM OT YUeTHOM 3aryCy 31eKTPOHHOM TTOUThI, COL[MaTbHOU CeTH,
ropTasia TOCyC/IyT U IPYTUX CePBUCOB, MOIIIEHHHKU T10/Ty4ar0T BOSMOYKHOCTHU [/l U3B/I€UeHUSI
MaTepUabHOM BBITO/IbL. V1 3TO He TOBKO CITMCaHKWe CPeZCTB ¢ OaHKOBCKOM KapThl. Boli/is B uyXKyto
YUETHYIO 3alMCh, MOIIIEHHUKH MOT'YT pPacChlIaTh KOHTAKTaM I10J/Ib30BaTesist COOOIIeHUst ¢ POChOoi
0 TIepeBo/ie HeOOJIBIIION, KaK MPABU/I0, CYMMBI JI€HET, UM My0/IMKOBaTh Ha CTPaHMULe HH(OpPMAIHio
KOMITPOMETHUPYIOLLero xapakrepa.

Kak He oka3aTbcs B OJ00HOM CUTyal[uu?

22 . J171s1 KaXK/I0M yUeTHOM 3alMCU UCTI0/Ib30BaTh pa3Hble JIOTHHBI U Tlaponid. Mcnonb30BaTh
CTIO>KHBIE TapoJTH, cocTosaue u3 Oyks u udp. Co3maBaTh U XPaHUTb UX TTOMOXKET
MeHe/pKep TapoJiei.

23./17151 MaKCMMaJIbHOM 3alliThl YYeTHOU 3aliCH PeKOMEeH/1yeT sl UCII0/Ib30BaTh IByXITalHYO
ayTeHTHU(UKALMIO (47151 BXOZla B aKKayHT KPOMe JIOTHHA U 11apoJisi HeoOX0A1MO BBECTH
OJHOPa30BbIM KOJ, WY NIOATBEPAUTD [1eMCTBHE Ha IeKTPOHHBIX YCTPOMCTBAX,
MOJK/TIOYEHHBIX K BallleMy aKKayHTY).
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